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A review of the 2017 Securities and Exchange Commission’s (SEC) Office of Compliance 
Inspections and Examinations Priorities Letter1 and the Financial Industry Regulatory 
Authority’s (FINRA) Annual Examination Priorities Letter2 shows five overlapping priorities

Overlapping examination priorities for 2017

• Recidivist Advisers and their hiring firms along 
with supervisory and compliance controls for such 
persons

• Senior Investors and programs or products that 
may affect them along with controls to detect and 
prevent fraud targeting seniors

• Cybersecurity practices including 
implementation, preparedness, and controls to 
address potential threats

• Anti-Money Laundering (AML) monitoring and 
controls tailors to specific risks faced by a firm 

• Municipal Advisor activity and ensuring 
appropriate registration

1 Source: SEC, Office of Compliance Inspections and Examinations, 2017 Examination Priorities, available at https://www.sec.gov/about/offices/ocie/national-
examination-program-priorities-2017.pdf
2 Source: FINRA, 2017 Regulatory and Examination Priorities Letter, available at http://www.finra.org/sites/default/files/2017-regulatory-and-examination-
priorities-letter.pdf

2017 FINRA and SEC Overlapping Summary of Overlapping Priorities
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FINRA’s annual priorities address new and recurring challenges within its member firms 
including: high-risk and recidivist brokers, sales practices, financial and operational risks and 
market integrity

2017 FINRA examination priorities

 High-risk and Recidivist Brokers
 Excessive and Short-term Trading of Long-term Products
 Social Media and Electronic Communications Retention and 

Supervision
 Financial Risk Management
 Credit Risk Policies, Procedures and Risk Limit 

Determinations Under FINRA Rule 4210
 Customer Protection/Segregation of Client Assets
 Municipal Advisor Registration
 Best Execution
 Audit Trail Reporting Early Remediation Initiative and 

Expansion
 Tick Size Pilot

New priorities for 2017High-risk and Recidivist Brokers

Sales Practices

Senior Investors Product Suitability and Concentration

Excessive and Short-term Trading of 
Long-term Products

Outside Business Activities (OBA) and 
Private Securities Transactions (PST)

Social Media and Electronic 
Communications Retention and 

Supervision

Financial and Operational Risks

Liquidity Risk Financial Risk Management

Credit Risk Policies, Procedures and 
Risk Limit Determinations Under 

FINRA Rule 4210
Cybersecurity

Supervisory Controls Testing Customer Protection/Segregation of 
Client Assets

Regulation SHO – Close Out and Easy 
to Borrow

Anti-Money Laundering and Suspicious 
Activity Monitoring

Municipal Advisor Registration

Market Integrity

Manipulation Best Execution

Audit Trail Reporting Early 
Remediation Initiative and Expansion Tick Size Pilot

Market Access Rule Trading Examinations

Fixed Income Securities Surveillance 
Program

 Senior Investors
 Product Suitability and Concentration
 OBAs and PSTs
 Liquidity Risk
 Cybersecurity
 Supervisory Controls Testing
 AML and Suspicious Activity Monitoring
 Regulation SHO – Close Out and Easy to Borrow
 Market Manipulation
 Market Access Rule
 Trading Examinations
 Fixed Income Securities Surveillance Program

Recurring priorities from 2016
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The SEC examination priorities focus on four overall areas: protecting retail investors, 
focusing on senior investors and retirement investments, assessing market-wide risks and 
other SEC initiatives

2017 SEC examination priorities

 Electronic Investment Advice (Robo Advice)
 Wrap Fee Programs
 Multi-Branch Advisers
 Share Class Selection
 Senior Investors
 Money Market Funds
 Payment for Order Flow
 FINRA
 National Securities Exchanges

New priorities for 2017

Focusing on Senior Investors and Retirement Investments

ReTIRE Public Pension Advisers

Senior Investors
 Exchange-Traded Funds (ETFs)
 Never-Before Examined Investment Advisers
 Recidivist Representatives and their Employers
 ReTIRE
 Public Pension Advisers
 Clearing Agencies
 Regulation Systems Compliance and Integrity (Reg SCI)
 Cybersecurity
 AML
 Municipal Advisors
 Transfer Agents
 Private Fund Advisers

Recurring priorities from 2016

Protecting Retail Investors
Electronic Investment Advice (Robo 

Advice) Wrap Fee Programs

Exchange-Traded Funds (ETFs) Never-Before Examined Investment 
Advisers

Recidivist Representatives and their 
Employers Multi-Branch Advisers

Share Class Selection

Assessing Market-Wide Risks

Money Market Funds Payment for Order Flow

Clearing Agencies FINRA

Regulation Systems Compliance and 
Integrity (Reg SCI) Cybersecurity

National Securities Exchanges Anti-Money Laundering (AML)

Other Initiatives

Municipal Advisors Transfer Agents

Private Fund Advisers
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Appendix

A1: Summary of 2017 FINRA examination priorities
A2: Summary of 2017 SEC examination priorities
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High-level summary of background and focal points for 2017 FINRA Examination Priorities
A1: 2017 FINRA examination priorities (1 of 4)

High-risk and Recidivist Brokers

Topic Background Focus

High-risk and 
Recidivist 
Brokers

FINRA has dedicated significant resources to monitoring high-risk 
brokers and will continue to focus on identifying and examining brokers  
that may pose the highest risk to investors.

Focus will include reviews of suitability, know-your-customer, outside 
business activities, and private securities transactions, along with 
evaluation of hiring firm controls for high risk brokers

Sales Practices

Senior 
Investors

Given the risks associated with unsuitable recommendations to senior 
investors and the potential damage to the financial health of their 
savings that can occur, FINRA continues to identify Senior Investors as 
a priority in 2017.

Assessments will include firms’ controls to protect senior investors 
from fraud, abuse and improper advice with particular focus on 
speculative or complex products and microcap fraud schemes.

Product 
Suitability and 
Concentration

Broker-dealers continue to recommend unsuitable products to retail 
investors. As a result, potential suitability issues have been identified 
related to representatives not understanding important features of the 
products they recommend.  Additionally, continued instances of over 
concentration in particular products within retail investor accounts have 
been observed.

Reviews of customer-specific and reasonable-basis will be conducted.  
Exams will also focus on controls firms use to monitor 
recommendations which could result in excess concentration in 
customers’ accounts

Excessive and 
Short-term 
Trading of 
Long-term 
Products

FINRA notes continued instances of recommendations to trade long-
term products—such as open- and closed-end mutual funds, variable 
annuities and unit investment trusts (UITs)—on a short-term basis 
which can be detrimental to clients who due to increased costs (e.g., 
commissions, underwriting fees, or creation and development fees) and 
missed dividend payments

FINRA will evaluate supervisory systems ability to detect activity 
intended to evade automated surveillance for excessive switching 
activity

Outside 
Business 

Activities and 
Private 

Securities 
Transactions

FINRA continues to identify broker-dealers that have failed to conduct 
adequate assessments or have failed to review registered 
representatives’ notifications of proposed outside business activities. 
Additionally, broker-dealers are required to determine weather an 
outside business activity should be treated as a private securities 
transaction.

Assessments will include review and approval of proposed outside 
business activities and the determination of whether certain outside 
business activities should be treated as private securities transactions 
or could be viewed as part of the firm’s business by investors.

Social Media 
and Electronic 

Communication 
Retention and 
Supervision

Under SEC and FINRA rules, firms must capture business-related 
communications regardless of the devices or networks used. In light of 
the increasingly important role social media and other electronic 
communications play in the securities business, FINRA deems this an 
important priority.

FINRA will review firms’ compliance with their supervisory and 
record-retention obligations with respect to social media and other 
electronic communications
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High-level summary of background and focal points for 2017 FINRA Examination Priorities
A1: 2017 FINRA examination priorities (2 of 4)

Financial and Operational Risks

Topic Background Focus

Liquidity Risk

During 2016, FINRA assessed liquidity management across firms and 
found many lacking sufficient practices including contingency plans 
relying on committed secured and unsecured loan facilities which may 
contain provisions that could compromise funding availability

Reviews of funding and liquidity plans and assessment of firm 
evaluations of liquidity needs related to market- wide and 
idiosyncratic stresses, and contingency planning

Financial Risk 
Management

FINRA has been gaining an understanding of firms risk management 
programs and the extent of independence of risk management 
governance and reporting between parties responsible for monitoring 
and controlling risk leading to ongoing concerns for firms financial risk 
practices.

A select group of firms will be asked to explain how they would react 
to a specific stress scenario that affects a firm’s market, credit and 
liquidity risks. These firms’ risk management practices, considering 
areas such as readiness, communication plans, risk metrics and 
triggers, as well as contingencies will be assessed.

Credit Risk 
Policies, 

Procedures and 
Risk Limit 

Determinations 
Under FINRA 
Rule 4210

FINRA Rule 4210 became effective in December 2016 and established 
new margin requirements for covered agency transactions.

Assessment of firms’ written risk policies, procedures, risk limit 
setting processes and establishment and supervision for compliance 
with the rule’s requirements. 

Cybersecurity

Risks related to cybersecurity have continued to evolve and the level of 
preparedness to address these threats varies considerably across the 
industry. Broker-dealers continue to face significant cyber threats 
related to unauthorized access to customer accounts and information, 
management of vendor relationships, and insider threats. Additionally, 
in multiple instances, firms have failed to fulfill one or more of their 
obligations under Rule 17a-4(f), specifically preserving certain records 
in a non-rewriteable, non-erasable format, commonly known as write 
once read many (WORM) format. 

Assessments will vary depending on the broker-dealer’s business and 
risk profile. The focus of these assessments will include governance, 
technical controls, incident response, vendor management, data loss 
prevention, staff training, protection of confidential client 
information, electronic records retention, and protection of systems 
from unauthorized access.

Supervisory 
Controls 
Testing

Control breakdowns continue to lead to record-retention issues and 
disclosure failures. In addition, control breakdowns can lead to 
situations where automated alerts fail to identify abnormal activity in 
client accounts or where data becomes unusable.

Exams will focus on evaluating and testing of firms’ internal 
supervisory controls. 
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High-level summary of background and focal points for 2017 FINRA Examination Priorities
A1: 2017 FINRA examination priorities (3 of 4)

Financial and Operational Risks (cont)

Topic Background Focus

Customer 
Protection / 

Segregation of 
Client Assets

FINRA remains committed to ensuring that customer assets held at 
member firms are adequately protected and firms are appropriately 
adhering to SEA Rule 15c3-3

Assessment of controls and supervision to protect customer assets 
pursuant to SEA Rule 15c3-3 including proper reserve formula and 
possession or control calculations and controls along with ensuring 
Special Reserve Bank agreements include the required terms. 

Regulation SHO 
– Close Out 
and Easy to 

Borrow

FINRA has observed fails-to-deliver when locates are granted without 
reasonable assurance that the security can be borrowed. Firms should 
monitor close-out processes to ensure proper close out fails-to-deliver 
by close-out date pursuant to Rule 204 of Regulation SHO.

Exams will focus on firms’ preparation and use of the easy-to-
borrow list and adequacy of firms’ automated locate models. 

Anti-Money 
Laundering and 

Suspicious 
Activity 

Monitoring

FINRA continues to note shortcomings in firms’ automated trading and 
money movement surveillance systems due to data integrity issues, 
improper parameter selection or review patterns which fail to detect 
problematic activity. 

Assessment of firms’ AML alerts to ensure they are tailored to the 
firm’s activities as well as a continued focus on controls relating to 
accounts held by nominee companies

Municipal 
Advisor 

Registration

FINRA has noted firms failing to register with both the SEC and 
Municipal Securities Rulemaking Board (“MSRB”) or failing to accurately 
update registration changes or identifying all individuals engaged in 
municipal advisor activity on Form MA-I

Assessments will focus on firms providing services to municipal 
customers under certain statutory exclusions and regulatory 
exemptions from registration to ensure exemption requirements are 
met
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High-level summary of background and focal points for 2017 FINRA Examination Priorities
A1: 2017 FINRA examination priorities (4 of 4)

Market Integrity

Topic Background Focus

Manipulation Part of FINRAs mandate is to maintain market integrity and detecting 
and deterring manipulation remains a top priority.

Particular focus will be on new OATS order reporting requirements, 
potential manipulative trading around market open and close, and 
improper trading strategies within ETPs

Best Execution Best execution remains a priority, particularly the impact that 
automation within markets has on order-handling decisions.

Examinations will focus on controls relating to best execution and 
ensuring accurate payment for order flow disclosures.

Audit Trail 
Reporting Early 

Remediation 
Initiative and 

Expansion

The Audit Trail Reporting Early Remediation Initiative alerts firms to 
potential equity audit trail issues not typically detected through routine 
compliance sweeps and reviews and aims to utilize firm and FINRA 
resources more effectively by focusing on widespread or long-standing 
issues

FINRA expects firms to use alerts to correct systems issues in a 
timely manner to limit the need for formal investigations if the issue 
is limited in scope and promptly addressed. 

Tick Size Pilot
The Tick Size Pilot which began in 2016 will continue for 2017. Due to 
of the importance of the data collected to the analysis of the program, it 
is critical that firms submit accurate OATS and market maker data. 

Reviews will be conducted to ensure compliance with the data 
requirements of the pilot and compliance with its quoting and trading 
restrictions.

Market Access 
Rule

Compliance with the Market Access Rule remains a priority for 2017, 
specifically around market access controls and monitoring.

Assessment of documentation of rationales for decisions relating to 
the setting of market access controls, the individual(s) responsible 
for monitoring controls and ongoing testing of controls effectiveness.

Trading 
Examinations

2017 priorities include a pilot trading examination program to 
determine the value of conducting targeted examinations of firms that 
have historically not been subject to trading examinations due to low 
trading volume.

Review of ATS’ disclosures to customers, potential conflicts of 
interest, and evaluating the handling of manual options orders by 
floor brokers and upstairs firms to deliver best execution

Fixed Income 
Securities 

Surveillance 
Program

FINRA continues to expand fixed income surveillance to include 
additional manipulation-based surveillance patterns along with 
enhancements to TRACE reporting monitoring 

Assessments will focus on ensuring adequate procedures and 
controls to monitor for deceptive fixed income trading practices and 
potential misrepresentations and misleading conduct by position and 
sales traders in securitized products.
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High-level summary of background and focal points for 2017 SEC Examination Priorities
A2: 2017 SEC examination priorities (1 of 4)

Protecting Retail Investors

Topic Background Focus

Electronic 
Investment 

Advice (Robo 
Advice)

The SEC has noted increasing trends towards investors receiving 
investment advice through digital platforms.

Key areas that will be assessed by the SEC related to digital advice 
platforms include: compliance programs, marketing, basis for 
recommendations, and the oversight of algorithms that generate 
recommendations.

Wrap Fee 
Programs

The SEC will increase focus on registered investment advisers and 
broker-dealers associated with bundled fee programs for various advice 
services (i.e., wrap fees).

The SEC will assess investment advisers to identify instances where 
the advisers are not operating in-line with their fiduciary obligations.

Exchange-
Traded Funds 

(ETFs)

The SEC will continue to examine ETFs compliance with exemptive relief 
under the Securities Exchange Act of 1934, the Investment Company 
Act of 1940, in addition to other regulatory requirements.

Assessments will be performed related to the sales practices and 
disclosures involving ETFs in addition to the suitability of 
recommendations by broker-dealers.

Never-Before 
Examined 

Investment 
Advisers

Risk-based examinations of investment companies have not been the 
subject of an SEC examination will continue to be performed.

Investment companies and investment advisers that have not been 
examined by the SEC.

Recidivist Reps 
and their 

Employers

High-risk brokers and their employers continue to pose substantial risks 
to the investing public.

The SEC will continue to leverage analytical capabilities to identify 
individuals with a history of misconduct, and will examine the 
respective firms that employ them.

Multi-Branch 
Advisers

The SEC has identified unique risks and challenges associated with 
advisers that provide services through multiple branch locations.

Design and implantation of compliance programs and the oversight 
of advisory services provided by branch offices will be included in the 
SEC’s assessments.

Share Class 
Selection

Conflicts of interest related to investment recommendations of certain 
mutual fund share classes continues to be a concern.

Reviews will be conducted related to recommendations that may be 
influenced by higher loads or distribution fees.
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High-level summary of background and focal points for 2017 SEC Examination Priorities
A2: 2017 SEC examination priorities (2 of 4)

Focusing on Senior Investors and Retirement Investments

Topic Background Focus

ReTIRE
As the US population continues to rely more on their own investments 
for retirement income, the SEC will continue the multi-year ReTIRE 
initiative

Examinations of broker-dealers and investment advisers will likely 
focus on the sales of variable insurance products and the sales and 
management of target date funds. 

Public Pension 
Advisers

Pension plans of various government entities hold a significant amount 
of US investors’ retirement assets and the investment advisers’ serving 
these entities are required to fulfill fiduciary duties.

The SEC will examine how investment advisers to these entities are 
fulfilling their fiduciary duty and managing conflicts of interest.

Senior 
Investors

Senior investors in the US rely more on returns from their investment 
portfolios to fund retirement than previous generations. 

The SEC will evaluate how organizations manage their interactions 
with senior investors, including supervisory controls to identify 
exploitation of seniors.

Assessing Market-Wide Risks

Money Market 
Funds

In 2014, the SEC adopted amendments to rules governing money 
market funds to address structural and operational reforms.

Money market funds will be examined to assess compliance with the 
enhanced regulatory requirements.

Payment for 
Order Flow

The SEC has identified issues related to broker-dealers that may not be 
meeting their duty of best execution when routing customer orders.

Examinations of broker-dealers that act as market-makers and those 
that primarily serve retail investors will be performed.

Clearing 
Agencies

The Dodd-Frank Wall Street Reform and Consumer Protection Act 
designated the SEC as the supervisory agency for certain organizations 
that were deemed systemically important.

The SEC will take a risk based approach to identify areas of focus. 
Examinations will be conducted related to compliance with the 
standards covering Clearing Agencies.



Copyright © 2017 Deloitte Development LLC. All rights reserved. 12

High-level summary of background and focal points for 2017 SEC Examination Priorities
A2: 2017 SEC examination priorities (3 of 4)

Assessing Market-Wide Risks (cont)

Topic Background Focus

FINRA The SEC aims to protect investors and the integrity of financial markets.
The SEC will continue inspections of FINRA’s operations, regulatory 
programs,, in addition to conducting assessments related to the 
quality of FINRA’s examinations of broker-dealers.

Regulation 
Systems 

Compliance 
and Integrity 

(Reg SCI)

Regulations have been established to maintain integrity, resiliency, and 
capacity across the market.

Assessments will focus on SCI systems and their capabilities to 
comply with applicable regulatory requirements.

Cybersecurity The SEC will continue to execute initiatives related to the cybersecurity 
programs implemented by financial services organizations.

Reviews will be performed surrounding firms’ controls and 
compliance with regulatory cybersecurity requirements.

National 
Securities 
Exchanges

Risk-based inspections of National Securities Exchanges will continue to 
be performed. Inspections will focus on selected operation and regulatory programs.

Anti-Money 
Laundering 

(AML)

Money laundering continues to be a risk area considered in the SEC’s 
examination program.

Assessments will be conducted to determine if broker-dealers have 
established AML programs tailored to risks specific to their firm. 
Additionally, assessments will focus on compliance with suspicious 
activity report filings requirements.
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High-level summary of background and focal points for 2017 SEC Examination Priorities
A2: 2017 SEC examination priorities (4 of 4)

Other Initiatives

Topic Background Focus

Municipal 
Advisors

The SEC’s municipal advisor registrant rules became effective July 1, 
2014.

The SEC will continue to conduct examinations of municipal advisors, 
focusing on compliance with SEC and MSRB rules.  

Transfer Agents Transfer Agents continue to be included in the SEC’s examination 
program.

Examinations of transfer agents will focus on recordkeeping and 
retention, safeguarding of assets, timely turnaround of transfers, in 
addition to transfer agents that service microcap issuers.

Private Fund 
Advisers

The SEC will continue to examine the conflicts of interest associated 
with these advisers.

The SEC will assess conflicts of interest and disclosure of these 
conflicts as well as actions that may benefit the adviser at the 
expense of investors.
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