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Executive summary
On October 19, 2016, the Federal Reserve Board (FRB), Federal Deposit Insurance Corporation (FDIC), and 
Office of the Comptroller of the Currency (OCC) (collectively, the “agencies”) approved an advance notice of 
proposed rulemaking (ANPR) on enhanced cyber risk management and resilience standards for supervised 
institutions with total assets of more than $50 billion

Source:  http://www.federalreserve.gov/newsevents/press/bcreg/bcreg20161019a1.pdf

Background

 The agencies observe that, as large financial institutions increasingly depend on information 
technology (IT) to engage in banking activities and to provide services to the financial sector, the 
threat of high-impact IT failures and cyber-attacks has also grown

 Specifically, the agencies raise concerns that a cyber incident or IT failure at one entity may impact 
the safety and soundness of other financial entities 

 The ANPR seeks comment on proposed standards for how large financial institutions identify, 
measure, mitigate, and monitor various types of cyber risks

 According to the FDIC, the standards draw significantly on existing guidance and leading
practices, including those issued by the National Institute of Standards and Technology (NIST)

 US bank holding companies (BHCs), US operations of foreign banking organizations (FBOs), US 
savings and loan holding companies, nonbank subsidiaries of covered BHCs, depository institutions, 
nonbank financial companies and financial market utilities designated for FRB supervision by the 
Financial Stability Oversight Council (FSOC); FRB-supervised financial market infrastructures (FMIs); 
third-party service providers with respect to services provided to depository institutions

Covered entities

Comments on the ANPR are due by January 17, 2017
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Five categories of 
enhanced standards

Two tiers of standards 

Enhanced standards • These standards would apply to all systems of covered entities

Sector-critical standards • These standards would apply to systems of covered entities determined by the agencies 
to be critical to the financial system (i.e., “sector-critical systems”)

http://www.federalreserve.gov/newsevents/press/bcreg/bcreg20161019a1.pdf
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Below is an overview of the five categories of enhanced standards that would apply to all systems of 
covered entities

Application of enhanced standards (1 of 2)

Area Proposed requirements

Cyber risk 
governance

 Each covered entity would be required to develop and maintain a written, enterprise-wide 
cyber risk management strategy, as well as a framework of policies and procedures to 
implement the strategy, that is integrated into its overall business strategy:

o For FRB-regulated entities, this would be part of the larger global risk management 
framework required by Regulation YY (Enhanced Prudential Standards)

 A covered entity would also be required to establish risk tolerances consistent with its risk 
appetite and strategy

 The board of directors (or an appropriate board committee) would be required to approve the 
entity’s cyber risk management strategy and hold senior management accountable for 
establish and implementing policies consistent with the strategy

 The board of directors would also be required to have adequate expertise in cybersecurity 
or to maintain access to resources or staff with such expertise

 The agencies are considering whether to require senior leaders with responsibility for 
cyber risk to be independent of business line management, and to have direct independent 
access to the board of directors

Cyber risk 
management 

 Each covered entity would be required, to the greatest extent possible, to integrate cyber risk 
management into the responsibilities of at least three independent functions

Business Units
 The agencies are considering requiring business units to assess the cyber risk associated with 

the unit’s activities, including by ensuring that information regarding those risks is shared 
with senior management, including the CEO, as appropriate

Independent Risk Management
 The agencies are considering requiring covered entities to incorporate enterprise-wide cyber 

risk management into the responsibilities of an independent risk management function:
o This function would report to the chief risk officer (CRO) and board of directors, as 

appropriate, regarding implementation of the cyber risk management framework
 The function would be required to continually assess the firm’s overall exposure to cyber 

risk and notify the CEO and board of directors when its assessment differs from a business unit
Internal Audit
 The agencies are considering explicitly requiring the internal audit function to assess 

whether the cyber risk management framework complies with applicable laws and regulations
 Internal Audit would also be required to assess cyber risk as part of the overall audit plan
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Application of enhanced standards (2 of 2)
Area Proposed requirements

Internal dependency 
management

 The agencies are considering requiring covered entities to integrate an internal dependency 
management strategy into their overall strategic risk management plan

 The agencies are considering requiring covered entities to maintain a current and complete 
listing of all internal assets and business functions that would enable timely notification of 
internal cyber risk management issues

External dependency
management

 The agencies are considering requiring covered entities to integrate an external 
dependency management strategy into their overall strategic risk management plan, and to 
reduce cyber risks associated with external dependencies and interconnection risks

 The agencies are considering requiring covered entities to maintain a current, accurate, and 
complete awareness of all external dependencies and trusted connections on an 
enterprise-wide basis based on their criticality to the business functions they support

Incident response, 
cyber resilience, and 

situational 
awareness

 Each covered entity would be required to be capable of operating critical business 
functions in the face of cyber-attacks and continuously enhance its cyber resilience

 In addition, each covered entity would be required to establish processes designed to 
maintain effective situational awareness capabilities to reliably predict, analyze, and 
respond to changes in the operating environment

 The agencies are considering requiring covered entities to establish:
o Effective incidence response and cyber resilience governance, strategies, and 

capabilities that enable them to anticipate, withstand, contain, and rapidly recover 
from a disruption caused by a significant cyber event

o Plans to identify and mitigate the cyber risks they pose through 
interconnectedness to sector partners and external stakeholders to prevent contagion

o Strategies to meet their obligations for performing core business functions in the 
event of a disruption, including the potential for multiple concurrent interruptions

o Protocols for secure, immutable, off-line storage of critical records, including 
financial records, loan data, asset management account information, and daily deposit 
account records

o Mechanisms to transfer business to another entity or service provider with 
minimal disruption and within prescribed time frames if the original covered entity or 
service provider is unable to perform them

 The agencies are also considering requiring covered entities conduct specific testing that 
addresses disruptive, destructive, or any other cyber event that could affect their ability to 
service clients, as well as testing that addresses external interdependencies
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Application of sector critical standards
While the five categories of enhanced standards would apply to all systems of covered entities, the agencies 
would impose more stringent requirements on sector critical systems

Sector-critical systems

Proposed 
definition

 Consistent with a 2003 interagency paper on sound practices to strengthen the resilience of the US 
financial system, the agencies are considering whether systems that support the clearing or 
settlement of at least 5 percent of the value of transactions in one or more of the following 
markets should be considered sector-critical systems for purposes of the sector-critical standards:

o Federal funds, foreign exchange, commercial paper, US Government and agency securities, 
corporate debt and equity securities

 The agencies are also considering whether the following should be deemed sector-critical 
systems:

o Systems that support the clearing or settlement of at least 5 percent of the value of 
transactions in other markets (e.g., exchange-traded and over-the-counter derivatives), or 
systems that support the maintenance of a significant share (e.g., 5 percent) of the 
total US deposits or balances due from other depository institutions

 Any services provided by third parties that support a covered entity’s sector-critical systems would 
be subject to the same sector-critical standards

Proposed 
standards

• The agencies are considering requiring covered entities to reduce the residual risk of sector-critical 
systems by implementing the most effective commercially available controls, and to 
substantially mitigate the risk of a disruption or failure due to a cyber event

• The agencies are also considering requiring covered entities to establish a recovery time 
objective of two hours for their sector-critical systems, validated by testing, to recover from a 
disruptive, corruptive, or destructive cyber event

• The FRB is considering requiring supervised entities, at the holding company level, to 
quantitatively measure their ability to reduce the aggregate residual cyber risk of their 
sector-critical systems and their ability to reduce such risk to a minimal level
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Interaction with existing cyber requirements
The standards envisioned by the ANPR would not replace existing cyber standards, including those set forth 
by the Federal Financial Institutions Examination Council (FFIEC), but would complement them 

Key takeaways

 Through the FFIEC, the agencies issued the Uniform Rating System for Information 
Technology (URSIT) in 1978, which is used by federal and state regulators to uniformly 
assess IT risks at financial institutions, their affiliates, and service providers:

o The standards set forth by the ANPR would not replace the URSIT ratings, but 
could be used to inform the cyber-related elements of the URSIT rating for 
covered entities

 In 2003, the FFIEC published the first in a series of booklets on IT that comprise the IT 
Handbook, which provides guidance to examiners in reviewing financial institutions 
and services provided by third parties:

o IT Handbook guidance would continue to be used to assess covered entities’ IT 
risk management

 In 2015, the FFIEC issued the Cybersecurity Assessment Tool, a voluntary self-
assessment that financial institutions could use to help assess their cyber risks and 
determine their cybersecurity preparedness:

o Unlike the standards that will be finalized following the public consultation, the tool 
does not establish binding minimum standards

 Similarly, the NIST Cybersecurity Framework (CSF) is a voluntary framework that may 
help financial institutions to manage and reduce their cyber risk:

o Unlike the standards that will be finalized following the public consultation, the CSF 
does not establish binding minimum standards

 As the agencies developed the ANPR, they considered June 2016 guidance from the 
Committee on Payments and Market Infrastructures (CPMI) and International 
Organization of Securities Commissions (IOSCO) on cyber resilience for FMIs

International 
standards
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Quantifying cyber risk and implementing enhanced standards
Importantly, the agencies seek feedback on a methodology for quantifying cyber risk across the industry, as 
well as the regulatory approach for establishing the enhanced standards set forth by the ANPR 

Quantifying 
cyber risk

 Noting that the agencies are seeking to develop a consistent, repeatable methodology to 
support the ongoing measurement of cyber risk, the ANPR states that the agencies are not 
aware of any consistent methodologies to measure cyber risk across the financial 
sector using specific cyber risk management objectives

 The agencies seek comment on potential methodologies to quantify inherent and 
residual cyber risk and compare entities across the financial sector

 The ANPR notes that the agencies are familiar with existing methodologies to measure 
cyber risk, including the FAIR Institute’s Factor Analysis of Information Risk standard and 
Carnegie Mellon’s Goal-Question-Indicator-Metric process

 The ANPR notes that the agencies are considering various regulatory approaches to 
establishing the enhanced standards, including:

o Through a policy statement or guidance

o By imposing the standards through a detailed regulation

 The agencies seek comment on which option to pursue to implement the standards

Implementing 
enhanced 
standards
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Proposed next steps
Although the ANPR is subject to a public comment period that ends on January 17, 2017, before the 
agencies can take further action, covered entities should carefully analyze the proposal to determine the 
impact on their organization now

Recommendations

 Each covered entity should consider the following steps before the agencies review 
the public comments on the ANPR and develop a formal proposal:

o Assess its current policies and procedures and understand how they 
compare to the requirements set forth by the ANPR

o Identify any gaps that would need to be addressed to comply with the 
standards envisioned by the ANPR

o Examine its internal and external dependencies, and consider whether 
any significant changes are necessary to the management of such 
dependencies

o Understand whether any current systems would qualify as sector-
critical systems, and assess whether current capabilities exist for meeting the 
sector-critical standards that may be established for these systems

o Enhance current employee training programs with respect to 
cybersecurity and information systems
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