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Executive Summary
On September 13, 2016, the New York State Department of Financial Services (DFS) issued a proposal that 
would require banks, insurance companies, and other DFS-regulated entities to establish a cybersecurity 
program and comply with related requirements. The proposal is subject to a 45-day public comment period 
before it can be finalized
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Key Proposal Proposed Deadline

May 2014
DFS issues report on 
cybersecurity in the 

banking sector

April 2015
DFS issues update on 

cybersecurity in the banking sector 
(third-party service providers)

September 2016
DFS issues proposal on 

cybersecurity regulations for 
banks and insurance companies

January 2018
Requirement to submit 
certificate of compliance 

would be effective if 
finalized as proposed

November 2015
DFS issues memo regarding 

potential forthcoming 
cybersecurity regulations 

January 2017
Regulation would 

become effective if 
finalized as proposed

February 2015
DFS issues report on cybersecurity 

in the insurance sector

Report/Other

July 2017
Covered entities would 
be required to comply 

after six-month 
transitional period

“The number of cyber events has been steadily increasing and estimates of potential risk to financial 
services industry are stark. Adoption of the program outlined in these regulations is a priority for New 
York State.”  - Preamble to Proposed DFS Regulation

Source:  http://dfs.ny.gov/legal/regulations/proposed/rp500t.pdf

Background

 In light of the growing threat to information and financial systems, the DFS has issued a 
proposed regulation that would prescribe certain minimum regulatory standards to 
ensure appropriate cybersecurity programs are in place

 Each company would be required to assess its specific risk profile and design a program 
that addresses such risks in a robust fashion

 The DFS describes the proposal as a “first-in-the-nation regulation”

o The proposal would go beyond current federal cybersecurity requirements for 
covered entities

 Any person operating under the banking law, the insurance law, or the financial service lawCovered entity

http://dfs.ny.gov/legal/regulations/proposed/rp500t.pdf
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Below is an overview of the proposed requirements across each focus areas. The proposal would establish a 
January 1, 2017 effective date and a six-month transitional period for covered entities to comply (i.e., a July 
1, 2017 compliance date).  However, the effective date and compliance date may change in the final version

Detailed overview of proposed requirements (1 of 3)

Area Proposed requirements

Cybersecurity 
program

Covered entities should establish a cybersecurity program designed to perform the following 
functions:
 Identify internal and external cyber risks by, at a minimum, identifying the nonpublic 

information stored on the information systems, its sensitivity and access details 
 Use defensive infrastructure and the policies and procedures to protect the information 

systems, and the stored nonpublic information 
 Detect and respond to cybersecurity events and recover from the events and restore 

normal operations and services
 Fulfill regulatory reporting obligations

Written
cybersecurity 

policy

 The entities must adopt a written cybersecurity policy addressing the following areas:
o Information security
o Data governance and classification
o Access controls and identity management
o Business continuity and disaster recovery planning 
o Capacity and performance planning
o Systems operations and related elements
o Physical security and environmental controls
o Customer data privacy
o Vendor and third-party service provider management
o Risk assessment and incident response

 The policy should be reviewed by the board of directors or equivalent governing body, and 
approved by a senior officer

Chief Information 
Security Officer 

(CISO) and Board

 Each entity must designate a qualified individual to serve as its CISO, responsible for 
overseeing and implementing its cybersecurity program and enforcing its cybersecurity policy

 The CISO must report to the board at least bi-annually to provide an assessment of the 
information systems, including a summary of exceptions, identified risks, remediation plan, 
and cybersecurity events during the reporting period

Source:  http://dfs.ny.gov/legal/regulations/proposed/rp500t.pdf

http://dfs.ny.gov/legal/regulations/proposed/rp500t.pdf
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Detailed overview of proposed requirements (2 of 3)

Area Proposed requirements

Annual and 
periodic 

assessments

The cybersecurity program should include:
 Annual risk assessment of the confidentiality, integrity, and availability of information 

systems; adequacy of controls; and how identified risks will be mitigated or accepted
 Penetration testing of the information systems at least annually
 Vulnerability assessment of the information systems at least quarterly

Logging and audit 
trail

The cybersecurity program should include implementation and maintenance of audit trail systems 
that:
 Track and maintain data allowing for the complete and accurate reconstruction of all 

financial transactions and accounting necessary to enable it to respond to a cybersecurity 
event

 Track and maintain data logging of all privileged authorized user access to critical systems
 Protect the integrity of data stored and maintained as part of any audit trail from alteration
 Protect the integrity of hardware from alteration or tampering
 Log system events including, access and alterations made to the audit trail systems 
 Maintain records produced as part of the audit trail for not fewer than six years

Third-party 
information 

security 

Each entity should implement written policies and procedures designed to ensure the 
security of information systems and nonpublic information that are accessible to, or held 
by, third parties. The policies should address following areas:
 Identification and risk assessment of third parties with access to such information 

systems or such nonpublic information
 Minimum cybersecurity practices required to be met by such third parties 
 Due diligence processes used to evaluate the adequacy of cybersecurity practices of such 

third parties
 Periodic assessment, at least annually, of such third parties and the continued adequacy of 

their cybersecurity practices

Source:  http://dfs.ny.gov/legal/regulations/proposed/rp500t.pdf

http://dfs.ny.gov/legal/regulations/proposed/rp500t.pdf
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Detailed overview of proposed requirements (3 of 3)

Area Proposed requirements

Notices to DFS 
(including

certification)

 Each entity must notify the Superintendent of any cybersecurity event (i.e., any act or 
attempt, successful or unsuccessful, to gain unauthorized access to, disrupt, or misuse an 
information system or information stored on an information system) that has a reasonable 
likelihood of materially affecting the normal operation of the entity

 The notification must occur no later than 72 hours after the entity becomes aware of it
 Each entity must submit an annual certification to the Superintendent by January 15 

regarding compliance with the cybersecurity requirements
o Certification requirement would become effective on January 15, 2018

 Each entity must maintain all records, data, and schedules supporting the certification for a 
period of five years

Encryption  Encryption of all nonpublic information held or transmitted

Other

The cybersecurity program should also include the following:
 Multi-factor authentication for individuals accessing internal systems who have privileged 

access or to support functions including remote access
 Limitations and periodic reviews of access privileges
 Written application security procedures, guidelines and standards that are reviewed and 

updated by the CISO at least annually
 Employment and training of cybersecurity personnel to stay abreast of changing threats 

and countermeasures
 Timely destruction of nonpublic information that is no longer necessary except where 

required to be retained by law or regulation
 Monitoring of authorized users and cybersecurity awareness training for all personnel
 Written incident response plan to respond to, and recover from, any cybersecurity event

Source:  http://dfs.ny.gov/legal/regulations/proposed/rp500t.pdf

http://dfs.ny.gov/legal/regulations/proposed/rp500t.pdf
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Area of DFS proposal Summary

Cybersecurity 
Program

 Overall, this section aligns with the Identify, Protect, Detect, Respond, and Recover functions 
within NIST CSF

 However, DFS also includes a requirement on regulatory reporting obligations

Cybersecurity 
Policy

 NIST CSF does not prescribe the various policy areas that DFS specifically calls out
 Additionally, DFS requires at least an annual review of policies by the Board / equivalent body

CISO  NIST CSF does not include the DFS requirement to designate a CISO to oversee and implement 
the cybersecurity program

Penetration 
Testing & 
Vulnerability 
Assessments

 NIST CSF includes the same requirements for performing risk/vulnerability assessments (VA) 
and penetration testing (PT)

 However, DFS also prescribes minimum required frequencies (annual–VA & quarterly-PT)

Audit Trail

 NIST CSF requires logging and review of audit trails
 However, DFS also requires audit logs to enable complete and accurate reconstruction of 

financial transactions, tracking of privileged user access, securing audit logs, and retaining 
audit logs for at least six years

Access Privileges  The DFS requirement on access based on the “need-to-know principle” aligns to NIST CSF (no 
material deviations were noted)

Application 
Security

 DFS is more prescriptive than NIST CSF on secure development and requires:
o assessing/testing of security of externally procured
o at least annual review and update of procedures/guidelines/standards by CISO

Risk Assessment  Broadly aligned to NIST CSF, although DFS prescribes that risk assessments be carried out at 
least annually

DFS proposal versus NIST cybersecurity framework (1 of 2)

Alignment with NIST CSF 

Not Aligned Partially Aligned Fully Aligned

Although there are some similarities to the Cybersecurity Framework (CSF) set forth by the National 
Institute of Standards and Technology (NIST), the DFS proposal is not fully aligned to this framework
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DFS proposal versus NIST cybersecurity framework (2 of 2)

Alignment with NIST CSF 

Area of DFS proposal Summary

Cybersecurity 
Personnel and
Intelligence

 Only the training and awareness sections of this requirement are briefly covered by NIST CSF
 DFS requires employment of qualified personnel in sufficient numbers, which is not covered by 

NIST CSF

Third Party 
Information 
Security Policy

 DFS requirements related to supplier selection due diligence and periodic reassessment of third 
parties are not covered under NIST CSF

Multi-Factor 
Authentication

 NIST CSF only makes indirect references to multi-factor authentication
 DFS requirements are more prescriptive

Limitation on 
Data Retention

 The requirement to destroy data when no longer required aligns to NIST CSF (no material 
deviations were noted)

Training and 
Monitoring

 This requirement on monitoring of user activities and security training/awareness aligns to NIST 
CSF (no material deviations were noted)

Encryption of 
Non-Public
Information

 NIST CSF requires protection of data-at-rest and data-in-transit
 However, DFS requirements related to encryption of non-public information are more 

prescriptive

Incident 
Response Plan  DFS requirements related to incident response are broadly aligned to NIST CSF

Notices to 
Superintendent

 DFS requires that the Superintendent is notified within 72 hours of occurrence of prescribed 
types of cybersecurity event

 This reporting requirement is not present in NIST CSF

Not Aligned Partially Aligned Fully Aligned
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Proposed next steps
Although the proposed regulation is subject to a 45-day public comment period before it can be finalized, 
covered entities should carefully analyze the proposal and consider the impact on their organization now

Key considerations

 Each covered entity should take the following steps before the proposed regulation is finalized:
o Assess its current policies and procedures and understand how they compare to the requirements set 

forth by the DFS proposal
o Identify any gaps that would need to be addressed (assuming the earliest possible January 1, 2017 

effective date and July 1, 2017 compliance date)
o Begin considering individuals, both within the organization and outside the organization, that could 

serve as the CISO
o Examine its third-party information security policies and procedures, and consider whether any 

significant changes 
o Understand the number of soon-to-be reportable cybersecurity incidents that have a reasonable 

likelihood of materially affecting its normal operations; assess the relative ease or difficulty in preparing 
notifications following these incidents

o Enhance current employee training programs with respect to cybersecurity and information systems
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